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Abstract: Smart Manufacturing, integrating emerging technologies, has transformed 
production efficiency but has simultaneously heightened exposure to cyber threats. 
The interconnective nature of these environments introduces vulnerabilities to 
ransomware, data breaches, and supply chain attacks, making robust cybersecurity 
mechanisms imperative. Reviewed literature suggests that traditional security 
measures often fail to address the dynamic nature of smart manufacturing threats 
effectively. This study investigates machine learning-based threat detection through 
Logistic Regression (LR) and Random Forest (RF) models, employing the NSL-
KDD and CICIDS2017 datasets to enhance cybersecurity in smart manufacturing 
environments. Results indicate that RF achieved the highest accuracy (99.97% on 
CICIDS2017 and 99.77% on NSL-KDD), while LR performed competitively 
(99.52% and 99.11%, respectively), offering optimised efficiency in low-
computation scenarios. Although both models demonstrated strong adaptability 
across datasets of varying sizes, the study is limited by reliance on benchmarked 
datasets rather than real-world industrial data. For future applications, we 
recommend a hybrid LR–RF detection framework in real-world smart factory 
settings, as it combines robustness with computational efficiency. 

Keywords: Smart Manufacturing, Machine Learning, Intrusion and Threat 
Detection, Cybersecurity. 

1. Introduction 
Smart Manufacturing has revolutionised industrial production by introducing digital 
technologies such as the Internet of Things (IoT), Machine Learning (ML), Artificial 
Intelligence (AI), and Cloud Computing, thereby transforming conventional processes into 
highly automated, data-driven operations [1]. This shift enables real-time decision-making, 
improved productivity, adaptability, and operational efficiency across industries [2]. 
However, the interconnected nature of smart manufacturing environments also exposes 
organisations to heightened cybersecurity risks, including ransomware, denial-of-service 
(DoS), phishing, and supply-chain attacks [3][4].  
 As Cyber-Physical Systems (CPS) and IoT devices interact across multiple networks, 
sensitive data and critical infrastructure become prime targets for cyber adversaries. The 
rising volume and sophistication of these attacks pose substantial risks, such as financial 
losses, operational disruptions, and compromised intellectual property [5]. A notable 
example occurred in February 2023, when Applied Materials, a global semiconductor 
supplier, suffered a supply-chain-related ransomware attack that disrupted shipments and 
resulted in approximately $250 million in lost sales [6]. Such incidents underscored the 
urgency of addressing vulnerabilities within interconnected manufacturing operations. 
 Traditional security mechanisms are often ill-equipped to address these risks, 
particularly in detecting and preventing advanced cyber threats in real-time [7]. This gap 
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highlights the need for adaptive, intelligent solutions. In this context, ML has emerged as a 
promising approach for strengthening cybersecurity in smart manufacturing. The ability to 
process vast datasets, recognise patterns, detect anomalies, and adapt to evolving threats 
positioned ML as an essential tool for proactive defence [6][8]. ML techniques have been 
widely adopted to enhance threat detection and mitigation in modern cybersecurity systems 
[31][37]. Supervised learning algorithms such as Logistic Regression (LR) and Random 
Forest (RF) are particularly effective in enabling real-time threat detection, predictive 
analytics, automated responses, and adaptability.  
1.1 Research Purpose 
The study addresses the lack of robust and specialised cybersecurity mechanisms capable of 
safeguarding smart manufacturing systems against increasingly complex cyberattacks. 
Conventional methods fail to adequately detect evolving threats in interconnected 
environments where automation and connectivity often take precedence over strong 
security protocols [9]. The study aims to address the limitations of conventional methods 
for detecting, preventing, and responding to evolving cyber threats in real-time. By 
providing empirical evidence on the effectiveness of LR and RF models in smart 
manufacturing cybersecurity, the research contributes to both practical industrial 
applications and the academic understanding of ML-driven threat mitigation. 
1.2 Research Objectives 
The objectives of the research were to (1) evaluate the effectiveness of these models in 
identifying cyber threats, (2) compare their accuracy, and (3) provide a comparative 
foundation for a future hybrid framework tailored to smart manufacturing needs. By doing 
so, the study aimed to safeguard sensitive data, protect intellectual property, enhance 
operational resilience, and reduce risks associated with data breaches and unauthorised 
access. 
1.3 Research Justification 
The justification for this study is grounded in the increasing reliance on IoT and digital 
technologies within smart manufacturing, which, while improving operational efficiency, 
also amplifies exposure to cyber threats. Prior incidents demonstrate that traditional security 
measures were insufficient to mitigate sophisticated attacks, resulting in significant 
operational, financial, and reputational consequences. This creates a critical need for 
proactive, intelligent, and adaptive security mechanisms, tailored to the unique 
characteristics of smart manufacturing environments. 
 In essence, the study justifies the pressing need for specialised, efficient, and adaptive 
cybersecurity strategies that could safeguard interconnected manufacturing operations while 
supporting the continued adoption of IoT, ML, AI, and cloud technologies. 
1.4 Research Significance 
The significance of this study is in its ability to strengthen cybersecurity in IoT-enabled 
smart manufacturing environments and contribute to both industry practice and academic 
research. The key benefits achieved included: 
1. Enhanced Security Posture: The study develops and improves security mechanisms 

that increase resilience against evolving cyber threats. 
2. Operational Continuity: It reduces the likelihood of disruptions and downtime caused 

by security breaches, ensuring stable production processes. 
3. Data Integrity and Confidentiality: Manufacturing data is protected, guaranteeing 

accuracy, reliability, and trustworthiness in automated systems. 
4. Economic Efficiency: The findings help mitigate financial losses by lowering 

remediation costs and safeguarding intellectual property from theft or misuse. 
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5. Compliance and Trust: The study supports adherence to industry regulations and 
standards, fostering greater trust among stakeholders, clients, and consumers. 

6. Risk Management: Exposure to unauthorised access, data leakage, and other security 
risks is minimised through proactive detection and prevention. 

7. Efficiency in Smart Manufacturing: Reliability and performance of interconnected 
manufacturing systems are strengthened, leading to more efficient operations. 

8. Privacy Protection: Organisational data and intellectual property are safeguarded, 
ensuring competitive advantage and ethical data use. 

2. Research Methodology 
This section outlines the methods and procedures employed to apply ML for cybersecurity 
threat mitigation in smart manufacturing. The study adopted a signature-based approach, 
combining key stages such as data collection, preprocessing, feature selection, and 
algorithm evaluation to identify and analyse cyber threats effectively. The study utilises 
secondary datasets, including CICIDS2017 and NSL-KDD, focusing on specific attacks 
such as DoS, DDoS, and botnet attacks. Data preprocessing steps, including cleaning and 
normalisation, were performed to enhance the performance of ML models. 
 To refine the datasets, the study applied feature selection techniques, including 
Principal Component Analysis (PCA) and Correlation Analysis. The machine learning 
algorithms investigated—RF and LR—were then trained and evaluated using performance 
metrics such as Accuracy, Precision, and F1 score. 
 The signature-based approach is particularly suitable, as it detects cyber threats by 
identifying known patterns, or signatures, of malicious activity (e.g., code sequences, file 
structures, or network traffic patterns) associated with past attacks. By comparing new 
inputs against signatures stored in databases, this method enables real-time detection and 
blocking of threats, thereby minimising operational disruptions in smart manufacturing 
systems. 
 Through this structured process, the study sought to balance detection accuracy with 
operational efficiency while establishing reliable metrics for assessing ML-based security 
systems in smart manufacturing. The methodology approach included: 
1. Data Collection – This study employs secondary data sourced from publicly accessible 

benchmark datasets – CICIDS2017 and NSL-KDD – both available on Kaggle [14][15]. 
These datasets were selected because they cover diverse attack categories aligned with 
the security threats relevant to smart manufacturing, including DoS, DDoS, botnet, 
brute-force, and port-scanning attacks. The CICIDS2017 dataset contains both normal 
traffic, labelled as “BENIGN”, and malicious traffic, labelled as “ATTACKS”. The 
attack data includes distributed denial-of-service (DDoS) and other anomalies 
representative of real-world scenarios [16]. The NSL-KDD dataset is an improved 
version of the original KDD’99 intrusion detection dataset. It consists of one class 
attribute and forty-one feature attributes, though only a subset significantly contributes 
to attack detection. By focusing on the most relevant attributes, this dataset enables the 
evaluation of ML algorithms for intrusion detection in smart manufacturing 
environments [17]. 

2. Data Preprocessing – This is a critical stage in preparing raw data for machine learning 
analysis. Since this study relies on secondary datasets, several preprocessing steps were 
applied to ensure data quality and improve model performance. 
a) Data Cleaning – Errors, inconsistencies, and missing values were identified and 

corrected to preserve data integrity, especially in the CICIDS2017 dataset, due to its 
large size. This process reduces noise and eliminates abnormalities that could 
otherwise distort the outputs of machine learning models, leading to more reliable 
and accurate analytical results [18][19]. 
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b) Normalisation – Numerical features were scaled to a fixed range, typically between 
0 and 1, to ensure uniform contribution across features [20]. Normalisation is 
particularly important in this context as it prevents features with larger scales from 
disproportionately influencing the model, thereby improving convergence and 
overall algorithm performance [10][21]. 

c) Encoding – Categorical variables were converted into numerical representations to 
make them compatible with machine learning algorithms [22]. Encoding enables the 
use of diverse input features, such as network protocols and service types, in 
intrusion detection models, which is essential for identifying cybersecurity threats in 
smart manufacturing systems [23]. 

3. Feature Selection and Extraction – Feature selection and extraction are critical in 
improving model accuracy, reducing computational complexity, and minimising the 
risk of overfitting, especially in intrusion detection tasks [24]. The original NSL-KDD 
dataset contained 41 attributes. After data cleaning and extraction, only the most 
relevant features were retained for model training. In this dataset, approximately 70% 
(45,978 records) was used for training, while the remaining 30% (22,544 records) was 
reserved for testing. 

 The CICIDS2017 dataset initially comprised seventy-eight attributes. For this study, the 
“Label” feature was the primary focus, as it distinguishes between normal traffic 
(BENIGN) and anomalous traffic (ATTACKS) [25]. The CICIDS2017 dataset contains 
2,830,743 records. 
 To refine these datasets for machine learning tasks, two key methods were employed: 
a) Correlation Analysis: This method identifies and retains features that show strong 

linear relationships with the target variable by computing the Pearson correlation 
coefficient [26]. Features with higher correlation with the target are likely to provide 
meaningful information to the model, whereas low correlation features often introduce 
noise and complexity [27]. 

b) Principal Component Analysis (PCA): PCA was applied to reduce dimensionality by 
projecting high-dimensional data onto a lower-dimensional space while retaining 
maximum variance. This approach enhances efficiency while ensuring that key data 
patterns remain intact [28]. 

 Through these steps, the datasets were transformed into more efficient and manageable 
forms, thereby optimising their suitability for the machine learning algorithms applied in 
this study. 
4. Training and Evaluation – The core training phase implemented two complementary 

machine learning algorithms, RF and LR, strategically selected for their proven efficacy 
in smart manufacturing cybersecurity applications.  
a) RF serves as the primary ensemble method, chosen for its exceptional scalability 

with large datasets and its ability to capture nonlinear relationships in high-
dimensional manufacturing data. The algorithm demonstrated strong performance 
with 99.86% accuracy, using twenty-two optimally selected features [25][29]. 

b) Logistic Regression (LR) provides a computationally efficient alternative, 
particularly effective for linear patterns and smaller datasets such as NSL-KDD, 
achieving 98.27% accuracy on CICIDS2017 with rapid execution and minimal 
computational overhead [30]. These algorithms represent the most frequently 
deployed approaches in smart manufacturing cybersecurity frameworks [31]. 

5. Evaluation Metrics – The comprehensive evaluation framework employed multiple 
performance indicators to assess model effectiveness across different operational 
scenarios. Primary metrics include Accuracy for overall predictive correctness, 
Precision to quantify the proportion of correctly identified positive cases, and F1 Score 
to balance precision and recall for optimal threat detection performance. These metrics 
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provide quantitative measures of the algorithms' capability to identify security 
anomalies while maintaining operational reliability. 

6. Performance Analysis – The final analytical phase conducts a thorough performance 
assessment through detailed examination of classification rates and baseline 
comparisons against normal operational parameters. Advanced diagnostic measures, 
including True Positive Rate (TPR), False Positive Rate (FPR), False Negative Rate 
(FNR), and True Negative Rate (TNR), provide comprehensive insights into algorithm 
performance characteristics [12]. The Base Rate (Baseline – Normal Operation) serves 
as a critical benchmark for evaluating detection effectiveness under standard 
manufacturing conditions. 

 This systematic evaluation approach ensures that selected algorithms achieve an optimal 
balance between high detection accuracy and minimal false alarm generation, thereby 
maintaining manufacturing process continuity while providing robust cybersecurity 
protection. The methodology validates that the chosen machine learning techniques can 
effectively identify security threats without introducing excessive operational disruption, 
ensuring seamless integration within smart manufacturing environments [11][32]. 
 The resulting validated models provide reliable intrusion detection capabilities 
specifically tailored for smart manufacturing applications, offering both high-performance 
threat identification and operational stability essential for critical industrial systems. 

3. Results Discussion and Analysis 
3.1 Model Training 
For the NSL-KDD Dataset: an LR model was implemented with a high maximum 
iteration limit of 1.2 million to mitigate potential convergence issues that may arise when 
optimising complex datasets. The target labels were flattened into a one-dimensional array 
before training. Both training and testing durations were recorded to evaluate computational 
performance. The model required 13.81 minutes for training, after which prediction time 
was measured on the dataset to compare the computational cost of both phases. Despite the 
high iteration limit, a convergence warning from the lbfgs_optimizer indicated that the 
model did not reach the optimal solution. To address this issue and improve performance, 
additional approaches such as feature scaling, parameter adjustments, and alternative 
solvers were considered. In addition, an RF classifier was implemented using the entropy 
criterion with a maximum depth of 4. Training and prediction times were measured, and 
Optuna was used for hyperparameter optimisation, allowing automatic tuning of parameters 
such as max_depth and max_features. After 30 optimisation trials, the best parameters 
were identified and used to train a new RF model. The optimised model achieved high 
accuracy on both training and testing datasets, demonstrating improved performance and 
generalisation. 
 For the CICIDS2017 Dataset, the class labels were encoded for binary classification. 
The “BENIGN” label was encoded as 0, representing normal traffic, while “DDoS” was 
encoded as 1, representing malicious activity. The dataset was then split into training (70%) 
and testing (30%) sets using train_test_split, with random_state=42 to ensure 
reproducibility. The resulting datasets consisted of 16,177 training samples and 6,933 
testing samples, each containing 78 features. An RF classifier with 50 trees (n_estimators = 
50) was trained on the training data, and predictions were generated on the test set to 
evaluate the model’s ability to detect potential attacks. Additionally, an LR model was 
implemented for comparison. The LR model was initialised with a fixed random_state to 
ensure consistent results across multiple runs. The model was trained using x_train and 
y_train, after which predictions were generated on the test dataset (x_test) and stored as 
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lr_pred. This process enabled the evaluation of both the RF and LR models on unseen data, 
allowing their classification performance to be analysed using standard evaluation metrics. 
3.2  Research Limitations 
There were a few limiting factors, namely: 

• Computational Power: The effectiveness and speed of model training and testing 
were constrained by the lack of a faster computer, specifically an Intel i9 CPU. 
Large-scale dataset processing was impacted by hardware limitations, particularly 
when using sophisticated algorithms like RF, which require more computing power 
to operate at peak performance. 

• Time Constraints: The time available to conduct comprehensive testing, optimise 
models, and investigate other machine learning techniques that could enhance 
outcomes was limited due to computational hardware resources, academic 
coursework demands, and research timetable and deadlines. 

• Dataset Availability: Finding suitable datasets that are comprehensive and 
representative of real‐world cyber threats in Smart Manufacturing proved 
challenging. Although NSLKDD and CICIDS2017 were used, these datasets may 
not fully reflect the latest attack vectors and complexities observed in modern 
industrial settings, limiting the applicability of the findings to newer cybersecurity 
threats. 

3.3  Data Analysis 
Several recent studies have evaluated intrusion detection performance using the NSL-KDD 
and CICIDS2017 datasets, often achieving high accuracy through sophisticated 
preprocessing techniques and ensemble learning methods. As shown in Table I, [33] 
applied a B-Stacking ensemble model for IoT network intrusion detection, achieving 
99.11% accuracy on CICIDS2017 and 98.5% on NSL-KDD. Similarly, [13] proposed a 
quantum-inspired Least Squares Support Vector Machine (LS-SVM) combined with 
exhaustive feature selection, which evaluated all possible feature subsets and achieved 
99.5% accuracy on CICIDS2017 and 99.3% on NSL-KDD. [13] also achieved near-perfect 
precision (100%) and recall (99%–100%) using exhaustive feature selection with LS-SVM, 
albeit with high computational cost. Interestingly, they reported minimal training time for 
LS-SVM relative to alternatives, emphasising its suitability for real-time applications. By 
comparison, our RF model achieved even higher overall accuracy, suggesting that careful 
hyperparameter tuning and baseline cleaning are sufficient to achieve top-tier performance. 
One study used information-gain feature selection to identify the top ten attributes (e.g., 
packet length, protocol type, destination port), followed by RF training, achieving 99.96% 
accuracy [34]. [33] reported approximately 99.54% RF accuracy. Using cross-validation or 
balanced splits, some studies applied InfoGain selection and 10-fold cross-validation, 
achieving RF accuracy of 99.86% [34]. Our RF results (99.97% CICIDS2017, 99.77% 
NSL-KDD) slightly exceed these benchmarks, particularly in precision and F1 scores, 
indicating improved capability to capture subtle patterns in network traffic. The empty 
fields in Tables I and II below indicate that the metric was not reported in the cited study. 
For example, [35] reported on NSL-KDD that a Random Forest classifier achieved 98.81% 
accuracy, 97.70% precision and 96.67% F1 score. Similarly, [65] reported NSL-KDD 
results for Logistic Regression of 84.0% accuracy and 83.0% precision (F1 not given). For 
CICIDS2017, a deep autoencoder study reported single-RF accuracy of 99.86% 
(precision/F1 not provided) [33]. No study was found that provided LR metrics for 
CICIDS2017. These approaches relied heavily on computationally intensive feature-
selection strategies to maximise detection accuracy. Tables 1 and 2 below summarise the 
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baseline results from the related studies conducted with the NSL-KDD and CICIDS2017 
datasets, respectively. 

TABLE I: NSL-KDD Baseline (Related Work) 
Model Accuracy Precision F1 Score 

Random Forest 98.81 97.70 96.67 
B-Stacking Ensemble 98.50 - - 
LS-SVM + Exhaustive Feature Selection 99.30 100 99-100 
Logistic Regression 84.00 83.00 - 

TABLE II: CICIDS2017 Baseline (Related Work) 
Model Accuracy Precision F1 Score 

B-Stacking Ensemble 99.11 - - 
LS-SVM + Exhaustive Feature Selection 99.50   

Random Forest (RF) + InfoGain 99.96 - - 
Deep Autoencoder + RF 99.86 - - 

 In contrast, the methodology employed in this study relied primarily on data cleaning 
and hyperparameter optimisation using Optuna, without aggressive feature elimination. 
Despite the simpler pipeline, the proposed RF and LR models achieved competitive 
performance. Tables III and IV summarise the results from this study, utilising the NSL-
KDD and CICIDS2017 datasets to train the model using the RF and LR algorithms.   

TABLE III: NSL-KDD Results (Current Study) 
Model Accuracy Precision F1 Score 

Random Forest 99.77 99.90 99.90 
Logistic Regression 99.11 98.72 98.86 

TABLE IV: CICIDS2017 Results (Current Study) 
Model Accuracy Precision F1 Score 

Random Forest 99.97 99.96 99.96 
Logistic Regression 99.52 99.48 99.47 

• Accuracy: the RF model achieved 99.77% accuracy on NSL-KDD (0.96% increase) and 
99.97% on CICIDS2017 (0.01% increase), while the LR model achieved 99.11% 
(≈15.11% increase) on NSL-KDD and 99.52% accuracy on CICIDS2017, respectively.  

• Precision: the RF model, with the NSL-KDD dataset, achieved 99.90% (2.2% increase), 
whereas LR achieved 98.72% (15.72% increase). Unfortunately, for the CICIDS2017 
comparison, no related work baseline results were obtained from the reviewed literature 
(a similar issue was reported for F1 Score measurements). However, we still obtained 
high percentage scores, with RF reporting 99.96% and LR reporting 99.48%. 

• F1 Score: RF model achieved 99.90% (3.23% increase), and the LR model achieved 
98.86% through the NSL-KDD dataset. With the CICIDS2017 dataset, RF obtained 
99.96% and LR 99.47%. 

 On the CICIDS2017 dataset, the LR model achieved strong results with 99.52% 
accuracy, 99.48% precision, and 99.47% F1 score, demonstrating its effectiveness. 
However, when we tested the RF model on the same dataset, it outperformed LR, achieving 
99.97% accuracy, 99.96% precision, and 99.96% F1 score. This suggests that RF, based on 
ensemble learning, may better handle complex patterns in the CICIDS2017 dataset than LR, 
a linear model. LR also produced good results on the NSL‐KDD dataset, with an F1 score 
of 98.86%, 98.72% precision, and 99.11% accuracy. Figure 1 visualises the comparative 
results analysis from training the RF and LR models using NSL-KDD and CICIDS2017 
datasets. Due to hardware limitations, the number of trees and training iterations was 
constrained, yet it still produced remarkable results, demonstrating its resilience and ability 
to identify more intricate patterns in the data than LR. 
 These measurements indicate that the model performed exceptionally well at classifying 
the data, demonstrating its effectiveness in handling the datasets. These results demonstrate 
that careful model tuning and preprocessing can achieve acceptable performance even 
without complex feature selection techniques.  
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Figure 1: Comparative Model Training Results Analysis 

4. Recommendations and Future Work 
While each model clearly excels at intrusion detection, they also complement each other. 
When the dataset is less complex, LR performs quickly and reliably with less processing 
effort. However, because RF is an ensemble model, it can handle non‐linearity and feature 
interactions better, making it an excellent choice for spotting subtle patterns. However, it 
requires more processing power and longer training cycles, particularly for larger datasets 
such as CICIDS2017. Given the strengths of both algorithms, we propose using a Hybrid 
Model that combines both LR and RF. Such a model could leverage the efficiency and 
speed of LR for simpler patterns while utilising the deeper pattern recognition capabilities 
of RF for more complex instances. This hybrid approach would be particularly beneficial 
for handling large‐scale intrusion-detection datasets, where a balance between 
computational efficiency and classification accuracy is critical. The CICIDS2017 and 
NSL‐KDD datasets, given their sizes and complexities, demonstrate that combining these 
two algorithms can yield an optimised solution that improves both accuracy and 
computational efficiency in real‐world applications. 
 With the results we obtained from model training and testing, the recommendations for 
future work are as follows: 
• Developing a hybrid model that combines LR and RF algorithms. Our research found 

these algorithms to be particularly effective across different dataset sizes, with LR 
performing well on smaller datasets like NSL‐KDD and RF proving highly efficient on 
larger datasets such as CICIDS2017. Although time constraints prevented us from 
building the models ourselves, this study demonstrates the effectiveness of both 
algorithms. A hybrid approach could leverage their strengths, making it adaptable to 
varying data volumes while enhancing the accuracy and robustness of threat detection in 
Smart Manufacturing environments. 

• The use of unsupervised machine learning algorithms, for example, K‐Means clustering, 
Hierarchical Clustering, etc., on the two datasets. These datasets have not been 
extensively explored with unsupervised learning algorithms. 

• The use of the two algorithms (LR and RF) or anomaly‐based machine learning 
algorithms using more recently updated datasets to compare with the results achieved in 
this study. 
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• From a commercial perspective, the proposed methodology can be adopted by smart 
manufacturing vendors and cybersecurity solution providers to enhance existing 
Intrusion Detection Systems (IDS) within Industrial Control Systems (ICS) and 
Operational Technology (OT) environments. In the future, these models can be 
integrated into security monitoring platforms to support real-time threat detection, 
enhance system resilience, and help organisations meet cybersecurity compliance 
requirements and industry standards. 

 This study did not implement a hybrid architecture; rather, it provides a comparative 
evaluation of Random Forest and Logistic Regression models to establish a performance 
baseline. These findings are intended to inform the design of a hybrid intrusion detection 
framework in future work. 

5. Conclusion 
This study addressed the challenge of improving network intrusion detection by applying 
machine learning techniques to the NSL-KDD and CICIDS2017 datasets. The primary 
objective was to evaluate the effectiveness of Random Forest (RF) and Logistic Regression 
(LR) models using a streamlined preprocessing pipeline combined with hyperparameter 
optimisation. The results showed that the RF model achieved 99.77% accuracy on NSL-
KDD and 99.97% on CICIDS2017, while LR achieved 99.11% and 99.52%, respectively. 
These findings demonstrate that carefully tuned traditional machine-learning models can 
achieve performance comparable to, or slightly better than, more complex approaches 
reported in previous studies, even without aggressive feature selection architectures. 
 The results highlight the potential to develop efficient, practical intrusion detection 
systems using relatively simple machine learning pipelines. However, the study is limited 
by the use of benchmark datasets and offline evaluation rather than real-time deployment 
scenarios. Future work should explore hybrid models that combine classical machine 
learning with deep learning techniques, incorporate advanced feature-selection and class-
imbalance handling methods, and evaluate model performance in real-time or streaming 
environments. The key takeaway from this study is that well-optimised traditional models, 
particularly Random Forest, can deliver near state-of-the-art intrusion detection 
performance while maintaining methodological simplicity and computational efficiency.  
 While this study does not implement a hybrid model, the comparative results provide a 
strong foundation for future research aimed at developing a hybrid RF–LR framework that 
balances accuracy and computational efficiency. 
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